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GDPR: DATA PRIVACY NOTICE FOR CLIENTS AND SUPPLIERS

Introduction

etc Design Ltd ("We") are committed to protecting and respecting your privacy.

This policy (together with our standard terms and conditions and any other documents referred to
on it) sets out the basis on which any personal data we collect from you, or that you provide to us,
will be processed by us. Please read the following carefully to understand our views and practices
regarding your personal data and how we will freat it.

The rules on processing of personal data are set out in the General Data Protection Regulation (the
“GDPR").

1. Definitions
Data conftroller - A controller determines the purposes and means of processing personal data.
Data processor - A processor is responsible for processing personal data on behalf of a controller.

Data subject — Natural person

Categories of data: Personal data and special categories of personal data

Personal data -

The GDPR applies to ‘personal data’ meaning any information relating to an identifiable person who
can be directly orindirectly identified in particular by reference to an identifier (as explained in Article
6 of GDPR). For example name, passport number, home address or private email address. Online
identifiers include IP addresses and cookies.

Special categories personal data -

The GDPR refers to sensifive personal data as ‘special categories of personal data’ (as explained in
Article 9 of GDPR). The special categories specifically include genetic data, and biometric data
where processed to uniquely identify an individual. Other examples include racial and ethnic origin,
sexual orientation, health data, tfrade union membership, political opinions, religious or philosophical
beliefs.

Processing —

means any operation or set of operations which is performed on personal data or on sets of personal
data, whether or not by automated means, such as collection, recording, organisation, structuring,
sforage, adaptation or alterafion, retfrieval, consultation, use, disclosure by fransmission,
dissemination or otherwise making available, alignment or combination, restriction, erasure or
destruction.

Third party —

means a natural or legal person, public authority, agency or body other than the data subject,
controller, processor and persons who, under the direct authority of the conftroller or processor, are

authorised to process personal data.



2. Who are we?

etc Design Ltd is the data controller. This means we decide how your personal data is processed and
for what purposes. Our contact details are:

etc Design Ltd, 2-3 Carriers Fold, Church Road, Wombourne, West Midlands, WV5 9DH,

Tel: 01902 898282. Email: enquiries@etcarchitects.co.uk.

For all data matters contact the data processor:
Leigh Holt on Tel: 01902 898282 or email: leigh.holt@etcarchitects.co.uk.

3. The purpose(s) of processing your personal data

We use your personal data for the following purposes:

To maintain contact and communication with you during the course of a potential or new project.
To maintain our own records and accounts.

To inform you of news, events or activities.

To purchase goods, materials and services from you.

4. The categories of personal data concerned
With reference to the categories of personal data described in the definifions section, we process
the following categories of your data:

e Personal data may include your name, address, email address, phone number, financial data
for payments such as Vat registration and bank details, geolocation data, other personal
data that may be necessary to inform a project.

We have obtained your personal data from you, your employees or from publicly available data

from websites.

5. What is our legal basis for processing your personal data?
q) Personal data (article é of GDPR)

Our lawful basis for processing your general personal data:

X Consent of the data subject; N/A — Legitimate Interest.

M Processing necessary for the performance | For the legitimate purpose of running the
of a confract with the data subject or to take | business — see below.

steps to enterinto a confract

Xl Processing necessary for compliance with a | N/A

legal obligation
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Xl Processing necessary to protect the vital | N/A
interests of a data subject or another person
Xl Processing necessary for the performance | N/A

of a task carried out in the public interest or in
the exercise of official authority vested in the

controller

M Processing necessary for the purposes of
the legitimate interests of the data controller
or a third party, except where such interests
by the

fundamental rights or freedoms of the data

are overridden interests  or

subject

Contact details of clients and design team

members for project contacts and for

marketing purposes.
Data used for the purposes of purchasing
the

supplies, materials and services for

legitimate running of the business.

b)

Special categories of personal data (article 9 of GDPR)

Our lawful basis for processing your special categories of data:

M Explicit consent of the data subject

For employees ONLY - see separate Privacy

Noftice for Employees.

M Processing necessary for camrying out
obligations under employment, social security
or social protection law, or a collective

agreement

Consent  forms issued and signed by

employees.

[xI Processing necessary fo protect the vital

interests of a dafta subject or another
individual where the data subject is physically

or legally incapable of giving consent

N/A

X Processing carried out by a not-for-profit
body with a political, philosophical, religious
that the

processing relates only to members or former

or trade union aim provided

members (or those who have regular contact

with itin connection with those purposes); and

N/A




there is no disclosure to a third party without

consent

I Processing relates to personal data | N/A

manifestly made public by the data subject

Xl Processing necessary for the establisnment, | N/A
exercise or defence of legal claims or where

courts are acting in their judicial capacity

I Processing necessary for reasons of | N/A
substantial public interest on the basis of EU or

Member State law

M Processing necessary for reasons of | Consent forms issued and signed by
preventative or occupational medicine, for | employees.

assessing the working capacity of an
employee, medical diagnosis, the provision of
health or social care or treatment or
management of health or social care systems
and services on the basis of EU or Member
State law or a contract with a health

professional

Xl Processing necessary for the reasons of | N/A

public interest in the area of public health

Xl Processing necessary for archiving purposes | N/A
in the public interest, or scientific and historical

research purposes or stafistical purposes

More information on lawful processing can be found on the ICO website.

6. Sharing your personal data
Your personal data will be treated as strictly confidential, and will be shared only with Directors, HR
Administrative and Finance staff where necessary, and contact details with members of the design

team for project contacts.



7. How long do we keep your personal data?

We keep your personal data for no longer than reasonably necessary, but may be for a period of 12

or 6 years beyond the end of the contfract with you in case of any legal claims / complaints. Examples

include: contracts under seal where details need to be kept for 12 years for legal purposes.

8. Providing us with your personal data

We require your personal data as it is a requirement necessary to enter into a contract with you.

9. Yourrights and your personal data

Unless subject to an exemption under the GDPR, you have the following rights with respect to your

personal data:

The right to request a copy of the personal data which we hold about you;

The right to request that we correct any personal data if it is found to be inaccurate or out of
date;

The right to request your personal data is erased where it is no longer necessary to retain such
data;

The right fo withdraw your consent to the processing at any time, where consent was your lawful
basis for processing the data;

The right to request that we provide you with your personal data and where possible, to transmit
that data directly to another data confroller, (known as the right o data portability), (where
applicable i.e. where the processing is based on consent or is necessary for the performance of
a confract with the data subject and where the data controller processes the data by
automated means);

The right, where there is a dispute in relation to the accuracy or processing of your personal data,
to request a restriction is placed on further processing;

The right to object to the processing of personal data, (where applicable i.e. where processing
is based on legitimate inferests (or the performance of a task in the public interest/exercise of
official authority); direct marketing and processing for the purposes of scientific/historical

research and stafistics).

10. Transfer of Data Abroad

We do not generally tfransfer personal date outside the EEA. Unless on a project by project basis the

client or main supplier is a company based outside the EEA, in which case project tfeam contact

details may be shared with them for communication purposes only.

11. Automated Decision Making

We do not use any form of automated decision making in our business.



12. Further processing
If we wish to use your personal data for a new purpose, not covered by this Data Privacy Notice,
then we will provide you with a new notice explaining this new use prior to commencing the

processing and setfting out the relevant purposes and processing condifions.

13. Changes to our privacy policy
Any changes we may make to our privacy policy in the future will be posted on this page and, where
appropriate, notified to you by e-mail. Please check back frequently to see any updates or changes

to our privacy policy.

14. How to make a complaint
To exercise all relevant rights, queries or complaints please in the first instance contact our data

processor: Leigh Holt on Tel: 01902 898282 or email: leigh.holt@etcarchitects.co.uk.

If this does not resolve your complaint to your satisfaction, you have the right o lodge a complaint

with  the Information Commissioners  Office on tel: 03031231113 or via email:

https://ico.org.uk/global/contact-us/email/ or at the Information Commissioner's Office, Wycliffe

House, Water Lane, Wilmslow, Cheshire, SK? 5AF, England.
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